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NHPpOKOMMYHUKALMOHHBIE CHCTEMbI U CETH

TPYOEMKOCTD (B BAYETHBIX EJVMHULIAX) _4

Hanpasnenue noarorosku 230400.62 — nHdopManmoOHHBIE CUCTEMBI i TEXHOJIOTUU

KBanuduxkanms (creneHs) BITYCKHUKA OaKanaBp



1. lesn u3y4yeHus: QU CHUNINHbBI
Lenpio Kypca sSBISETCS H3yUYEeHUE OCHOB MOCTPOSHUS M PYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX
MH(OPMALIMOHHBIX CETEH, MPUHIIUIIOB YIPABIEHUS U TUarHOCTUKU HH(POPMAIIMOHHBIX CETeH C Io-
MOIIBIO PA3TUYHOTO MPUKIIAJHOTO MporpaMmHoro ooecrneuenus (I10).
2. MecTo y4eOHOI JUCUMIIVIMHBI B CTPYKTYPe OCHOBHOM 00pa30BaTe/ibHOI MPOrpamMMbl
Juctummza «MHpoxoMMyHHKaMoHHbIe cucTeMbl U cetn» (b.3.09) sBnsercs 6a3zoBoit auc-
IUIIIMHON npodeccuonanbHoro 1ukia (b.3). s ee ycnenmHoro ocBoeHus: TpeOyrOTCS 3HAHUSA U
YMEHHUS, TOJIyYeHHbIE B JAUCIUIIMHAX MATEMaTUYECKOTO U €CTECTBEHHOHAYYHOTO U MpodeccHo-
HaJbHOTO IMKJIOB, Hanpumep, «Mupopmaruka» (b.2.02), «Apxutekrypa WHPOPMAIIMOHHBIX CHC-
tem» (5.3.03)

Jucuumnuza «MH)OKOMMYHUKAIIMOHHBIE CUCTEMBI U CETH» sIBJIsieTcsl 0a30BO 171s moce-
IYIOIIUX CIEIUANTBHBIX AUCIHILINH, obecreunBas (yHIAMEHTATbHYIO OOIIEHHKCHEPHYIO MOATO-
TOBKY, HEOOXOAUMYIO MJisi (hOPMHUPOBAHMS 00SA3aTEIbHBIX MPOGECCHOHATBHBIX KOMIIETCHIIMHA OY-
aymiero 6akanaspa.

3. TpeOoBaHUSA K YPOBHIO OCBOCHHS COAEPKAHUIO JUCIUIINHBI:
B nporiecce 0CBOCHUS AUCIUTUIMHBI y CTYACHTOB Pa3BUBAIOTCS CICIYIOIINE KOMITCTCHIIUN:
Ilpogheccuonanvuvie -
[Tpon3BOICTBEHHO-TEXHOJIOTUYECKAS ACATEIBHOCTD:

TOTOBHOCTH y4acCTBOBATh B pa0OTax IO JOBOJKE M OCBOCHUIO MH(MOPMAIMOHHBIX TEX-
HOJIOTHUH B X0/Ie BHEJPEHHS M SKCIUTyaTauuu nHpopMaroHHbix cucteM (I1K-15);
TOTOBHOCTH MPOBOAMTH MOJATOTOBKY TOKYMEHTALUU MO MEHEIKMEHTY KayecTBa WH-
dopmanmonnbix TexHosorui (ITK-17);

CIOCOOHOCTh HCIIOJB30BaTh TEXHOJOTUM Pa3pabOTKu 00BEKTOB MpodecCHOHATbHON
NesATeTLHOCTH, B 00JIACTSX:, HayKa, TEXHHKA, 0O0pa3oBaHHe, OW3HEC, MPEANPUHUMA-
TENhCTBO, 0E30MACHOCTh WH(POPMAIMOHHBIX CHUCTEM, CBSI3b, TEICKOMMYHUKAIIUH,
yIpasiieHue HHHOKOMMYHHKAIMIMHU, reonHpopmanornbie cucteMsl (ITK-18).

MOHTa)KHO-HaJIa,Z[O‘-IHa}I ACATCIIbHOCTD:

CMOCOOHOCTh K HMHCTAUISIHU, OTIAJKE MPOTPaMMHBIX M HACTPOWKE TEXHUYECKHX
CpPe/CTB I BBOJIa HH(POPMAITMOHHBIX CHCTEM B OMBITHYIO 3KkciutyaTtamuio ([TK-29);
TOTOBHOCTbH MTPOBOJUTH COOPKY HH(POPMAITMOHHON CUCTEMBI U3 TOTOBBIX KOMIIOHEHTOB
(TTIK-30);

CIOCOOHOCTh K OCYHIECTBICHHIO WHCTAJUISINH, OTJIAJAKH MPOTPAMMHBIX U HACTPOHKH
TEXHUYECKHUX CPEJICTB JJISl BBOJA MH(POPMAIMOHHBIX CHCTEM B MPOMBIIIICHHYIO KC-
mwiyararuio (ITK-31).

CepBI/ICHO'BKCHJ'IyaTaHI/IOHHaH JCATCIIbHOCTD:

CHOCOOHOCTh MOAJIEPKUBATH PAOOTOCIIOCOOHOCTh MH(OPMAIIMOHHBIX CHCTEM M TeX-
HOJIOTHI B 33aHHBIX ()YHKIMOHAIBHBIX XapaKTEPUCTUKAX U COOTBETCTBHU KPUTECPH-
sm kauectBa (I[1K-32);

TOTOBHOCTh 00€CIIeYMBATh 0E30MACHOCTh U LEIOCTHOCTD JAHHBIX HH()OPMAIIMOHHBIX
cucreM u texnonoruit (ITK-33);

TOTOBHOCTh a/IaliTUPOBATh MPUIOKEHUS K U3MEHSIOLIMMCS YCIOBUSAM ()YHKIIMOHUPO-
Banus ([1K-34);

CIIOCOOHOCTB COCTABJICHHUS MHCTPYKIHUH IO 3KCIUTyaTallMd HHOOPMALMOHHBIX CHCTEM
(ITK-35).

B pesynbrare u3ydeHus JaHHOTO Kypca CTy/A€HTaM HE0OXO0AUMO
3HATh:

1.

2.

MOJICJIM M CTPYKTYPHI HH()OPMAIIMOHHBIX CeTeil; MH(POPMALMOHHbBIE PECYpPChI CEeTeH;
TEOPETUYECKHE OCHOBBI COBPEMEHHBIX MH()OPMAIIMOHHBIX CETEH;

0a30ByI0 CEMHYPOBHEBYIO ATATIOHHYIO MOJIENb B3aUMOACHCTBHS OTKPBITHIX CHCTEM
OSlI;



3. MeToABpl KOMMYTalMu HMH(OPMAIMH, METOAbl MapLIpyTH3alUd HH(POPMAITMOHHBIX
IOTOKOB;
BHUJbI U HA3HAYCHUC annapaTHHx CpGI[CTB CCTCBOT'O B33.HMO,Z[€I>'ICTBI/I$I;
OCHOBBI B3aUMOJICHCTBUS HH(POPMAITMOHHBIX OOBEKTOB B CETH,
peanu3aluuy MpOTOKOJIOB MepeAadyn JTaHHBIX KaHaJbHOI'O, CETEBOTr0, TPAHCIOPTHOIO
YPOBHEH M CETEBBIX CITYXKO;
HpI/IHI_II/IHI:I 148 CpGI[CTBa aI[MI/IHI/ICTpI/IpOBaHI/I}I U JTUAarHOCTHUKHU CGTGP'I;
MIPUHITUTIBI 0€30TaCHOTO XpaHeHUsT HH(OpPMAIIUU B CETSX;
9. 0 mepcneKTHBaxX pa3BUTHS allapaTHBIX M MPOrPAMMHBIX CPEICTB CETEBOIO B3aUMO-
e CTBUSL,
® YMETH!
1. peaJM30BBIBATH OCHOBHBIC ITAIbl TOCTPOSHUS CETEH, TEXHOJIOTHIO yIPaBICHUS 00-
MCHOM I/IH(bOpMaI_II/II/I B CCTAX,
2. TIPUMEHSTH METOJIbI MPOEKTUPOBAHUS NH(POPMAITMOHHBIX CETEH;
3. HCIOJIB30BaTh COBpeMGHHBIG ITaKCThI aI[MI/IHI/ICTpI/IpOBaHI/I}I U JUAarHOCTUKHU I/IH(bOp-
MAaIlMOHHEIX CETEH;
4. TPUMEHSTHh TEXHOJOTHH MOCTPOCHHS U COMPOBOXKACHUS MH()POKOMMYHHUKAIIMOHHBIX
CHCTEM U CETEH.

ISR A

o N

4. O0masi Tpya0Basi IMCUUIIUHA: 4 3a4eTHBIX eIMHUIBI M BUAbI y4eOHO# padoThI:

Bun yae6HO# paboThI Bcero CemecTpsl

4acoB 4

OO611ast TPYA0EMKOCTh AUCIUTUINHBI 144 144

AyIUTOpHBIE 3aHATHS 76 76

Jlexiumn 38 38

[Tpaktuueckue 3ansatus (I13)

Cemunapsl (C)

JlaGopatopusie pabotsl (JIP) 38 38

W (wnm) npyrue BUIbI ayIUTOPHBIX 3aHATUI

CamocrosTenbHas paboTta 41 41

3aHATHS B UHTEPAKTUBHOM PEXKUME 8 8

KypcoBoii poexT (pabora)

PacuerHo-rpadudeckme paboTh

Pedepar

W (unm) apyrue BUIbI CAMOCTOSITEIEHONW PabOTHI

By utoroBoro KOHTpOJIst 27 3K3aM€EH

5. Coneprkanue nporpaMmmbl Y4eOHOM U CHUTIINHbBI

5.1. Pa3znennbl yueOHOM JUCUMIIJIMHBI

AyauTOpHBIE YaChl

B T.4. uHTE- Camocros-
Ner/n HaunmenoBanue pasaena TpaxTu- aSona. TenbHas pabo-
JHUCIUITHHBI (TeMbI) Tek- JecKne abopa PaKTHBHBIC
BCEI'O TOPHEIE (Gopmsl 06y- Ta ("ac)
117078 (cemuna-
b) paboTh 4yeHus (He
P menee 109%)
OCHOBBI IOCTPOCHHA
ceTeil.
1. | Beegenue. 4 2 2




AyIUTOpHBIE Yachl

B T.4. unTe- Camocros-
Noxt/m HauMeHoBaHue pasaejia HpaKTI/I— 1 6 i TenbHAs pa6o-
JMCLHUIIIUHBI (TeMbI) Tek- geckue aoopa PaKTUBHBIC
BCEI'O TOpHBIE dopmbI 06y- Ta (Wac)
117078 (cemuna-
b) paboTh 4yeHus (He
p menee 109%)
CereBoe nporpamm-
2. 2 2
HOe o0ecreueHue.
3 KoMMmyTanus nakeros 9 2
' U KaHaJIOB.
Tunbsl KOMOBIOTEPHBIX
4. . P 6 2 4 2 5
ceTeld.
Cranpapruzanus ce-
5. | Teii. DramoHHag MO- 6 2 4 5
nenb OSI.
TexHoJ0ruu Jio-
KaJbHBIX CeTeid.
JlokanbHBIE CETH HA
6. N 6 2 4 5
paszensieMon cpene.
KoMmMmyTtupyemsoie ceTu
7. yTupy 6 2 4 10
Ethernet.
BuptyanbsHabie j10-
8. pTy 6 2 4 2 5
KaJILHBIE CETH.
Cern TCP/IP.
AJnipecanusi B CeTsIX
9. 2 2 2 2
TCP/IP.
IIpoTokoia Mexcere-
10. | P ¢ 6 2 4 2 2
BOI'0 B3aUMOJEUCTBUS.
[IpoTokon TpancnopT-
11. | voro ypoBus TCP u 2 2 2
UDP.
IIpoTOoKO0IBI MapLIPY-
12. | P PIIpY 6 2 4 5
TH3ALUH.
BcnomorarenbHbIE
13. | mpOTOKOJBI U CPECT- 2 2
Ba TCP/IP.
HNupoxomMMyHHKA-
IMOHHBIE CUCTEMBI.
CeTteBble yCIyru.
14. | DnekTpoHHas MoyYTa. 2 2
15. | BebG-cnyxkb0a. 2 2
IIpoTokoa nepenauu
16. |, PS e 2 2
¢aiinos.
CucreMnl aBJICHUA
17. yip 6 2 4

CCTBIO U ITPOTOKOJI




AyIUTOpHBIE Yachl
B T1.u. unre- Camoctosi-
Ner/n HaumeHoBaHue pa3jena TTpaxTH- abona. TenbHas pado-
JMCLHUIIIUHBI (TeMbI) Tex- qecKie abopa PaKTHUBHEIE
BCET'O TOpHBIC ¢dbopmeI 00y- Ta (4ac)
117078 (cemuna-
b) paboTh 4yeHus (He
P menee 10%)
SNMP.
Cyx0bl ceTeBoi
18. | S 2 2
0€30MMacHOCTH.
TexHomornu BUpTYya-
19. Py 6 2 4
JIA3AIUN.
Hroro: 76/2,1 3a4.e1 38 - 38 8/10,5% 41

5.2. Conep:xanue pa3ie0B IHCHUIIIHHBI

Beenenwue. IIpenmer kypca. OcHOBHBIE MOHATHS WH(pOPMAIMOHHBIX ceTei. KpaTkas ucro-
pudeckas crpaBka. 3HadeHue Kypca. [lonsTtue mHDOpMAIMOHHOW BBIYUCIUTEIHHONW CETH.
Knacc nnpopmanmonnsix cereit kak oTkpbIThix MC. Knaccudukanus nH(OpMaIMOHHBIX
ceTeil.

CereBoe nporpamMmmHoe oOecrnieuerune. OOmue nojoxeHus. CeTeBble CIyXObl U CEPBUCHI.
CeteBas oneparmonHas cucteMa CeTeBble MPUIIOKEHHUS.

KomMMmyTtanus nakeroB u kaHasoB. CeTH ¢ KOMMYyTalMeld KaHAJIOB. DJIEMEHTapHbIN KaHall.
CocraBHoli kaHai. CeTd ¢ KOMMyTaluen KaHaioB. Jleiitarpammuas nepenada. CpaBHeHHE
ceTel ¢ KOMMYTAalued NaKeTOB U KaHAJIOB.

Tunbl kKoMIbIOTEPHBIX ceTel. ['obanpHbIe cetn. JIokanbHbIe ceTh. TeleKOMMYHUKAITMOH-
Hble ceTu. KopnopaTuBHbIE CETH.

Crangaptuzanusa ceteil. DtanonHas Mmojaenb OSI. MexayHaponHas opraHuzaius cTaHaap-
ToB. OCHOBHBIE MOHATHUS, HeoOxoauMocTh OSIl. dyHKIMOHANBPHOE MpeaHa3HAUYCHHE YPOB-
Heil. TeopeTndeckre OCHOBBI COBPEMEHHBIX MH(OPMAIIMOHHBIX CETEH.

JlokanpHBIC ceTH Ha paszensieMoi cpeae. Ethernet ma xkoakcmamsHoM kabene. Ethernet na
BUTOM nape. JJOCTOMHCTBA M HENOCTATKHU B PA3AEIIEMON Cpee.

Kommyrtupyemsie cetu Ethernet. Tlpunmmn pa6otsr kommytatopoB Ethernet. ITpoTokosn me-
PEKPBIBAIOILIETO JAEPEBa.

Buptyanbnasie jokanbHble ceTu. becnpoBoanbie cetu. Jlornueckoe pasielieHME CETH Ha
BUpTYyalbHbIe JIoKaidbHbIe ceTu. Ctannaptel IEEE 802.11. [Tepconansubie cetn Bluetooth.
Anpecanus B cetsix TCP/IP. ®opmart IP-aapeca. Kiacesr IP-aapecos. ITpotokon ARP. Crc-
tema DNS. IIporoxon DHCP.

10. IIporokon mexcereBoro B3aumozeicTBusa. @opmat IP makera. Tabnuia mapmpyTu3anum.

Bsaumopneiicteue IP, ARP, Ethernet u DNS.

11. IIporokon tpancnoptHoro ypoBHsi TCP u UDP. ITopte u coketsl. [IpoTokon UDP. TIpoTo-

kos1 TCP u TCP-cermeHThI. YIpaBieHHEe TOTOKOM.

12. TIporokonsr MapmpyTtuzanuu. O6mue cBoiictBa. [Iporokon OSPF. BzaumonelictBue mpo-

TOKOJIOB MapLIPyTU3ALUN.

13. Bciomorarenbubie mpoTokosibl u cpeactBa TCP/IP. TIporokon ICMP. Yruaura traceroute.

Yrumuta ping. I[potokon NAT.

14. DnexkTpoHHas mouta. DJIeKTpoHHBIE coobmenus. [Iporokon SMTP. B3aumopeiicTue kim-

eHT-cepsep. [Iporokon POP3 u IMAP.

15. Be6-cnyxx6a. Be6- m HTML-crpanunel. URL. Tlporoxkonm HTTP. Iunamuueckue BeO-

16.

CTpaHUIIBI.
[Iporokon nepemaun daitnoB. OcHOBHBIC MOyNH ciykO0b1 FTP. Ynpapnsromuii ceanc u ce-
aHc nepenayu gaHHbIX. OcHOBHBIE KOMaHAbl FTP.




17. Cucremsl ynpaBneHusi cetbto U mpoTokodl SNMP. O6mme cenenus. CTpykTypa cucteM

yIpaBiIeHUS.

18. Cityx051 cereBoii Oe3omacHocTH. bezonacHOCTh KOMIIbIOTEpA M ceTeBast 0€30MacHOCTb. YT-

po3sl, aTaku, pucku. lludposanue, ceprudukar, 31eKTpOHHASI TOATHUCH.

19. Texnonoruu Buptyanuzaiuu. IlocTpoenune kopmopaTuBHBIX cerell. Vcmosib3oBaHue BUp-

TyaJli3aluu B I/IH(l)OKOMMYHI/IKaHI/IOHHBIX CUCTEMAX U CCTIAX.

5.3. JlabopaTopHbIi NPAKTHKYM

Ne n/m Ne paznena
AUCHHILIN- HanmenoBaHue 1a00paTOpHBIX padoT
HBI

1 4 Benenune. 3HaKOMCTBO ¢ TPOTrPAMMHBIMHU, IPOTPAMMHO-AIIIAPATHBIMU
cpeactBamu MC.

2 4 OcHoBBI IoCcTpOeHUsI HHPOPMAITMOHHBIX ceTel. [ImanupoBanue.

3 5 OcHoBBI mocTpoeHUS HHGOPMAITHOHHBIX ceTell. [loakmodenne Kk 000py-
nosanuio CISCO.

4 11 OcHOBBI TOCTpOCHUST HH(DOPMAITMOHHBIX ceTel. KommyTarus .

5 6 OcHOBBI TOCTpOCHHST MHPOPMAITMOHHBIX ceTel. CTaTnueckas MapIipyTh-
3anusl.

6 6 OcHOBBI MOCTPOCHUST HHGOOPMAITMOHHBIX CETEH. .

7 7 WHpoKkoOMMYyHUKAITMOHHBIE cHCTeMBI. [locTpoeHne KOprnopaTuBHOTO
TI034.

8 8 HH)oKOMMyHUKAIIMOHHBIE CUCTEMBI. Bo3MoskHOCTH WINdOWS Server.

9 12 Nudoxommynnkannonnsie cucrembl. Hactpoiika WEB cepsepa

10 17,19 WHpOKOMMYHUKAITMOHHBIE CHCTEMBI. BO3MOXXHOCTH BUPTYaIU3aIiH a

npumepe VMware ESXi

6. YueOHO-MeTOAMYeCKOE OOecieYeHHue TUCIUIINHBI
6.1. OcHoBHas1 IUTEpaTYpa MO AMCHUIINHE:

1.

Bukrop Omudep, Haramus Omudep. Kommbiorepusie cetu. Ilpunimmsl,

TEXHOJIOTHH, MIPOTOKOJIBI (4-e W3/IaHHKE). N3narenbcTBO
"ITutep". 2010 r. 944 ctp. ISBN: 5-498-07389-5, 978-5-49807-389-7
Bbopuc Koctpos, Bragumup PyukuH, Tarbsina Kanunkuna.

TenekoMMyHHKAITMOHHBIE M BEIUUCIUTENBHBIC CETH. APXUTEKTYpa, CTAHIAPTHI U
texnonoruu. MzmarensctBo "BXB-Iletepoypr". 2010 r. 288 cTp. ISBN: 5-9775-
0573-6, 978-5-9775-0573-4

Brnagumup bpoiino, Onbsra Unsruna. BerauciauTenbHbIE CUCTEMBI, CETH U TEJIe-
KOMMYHUKAIMH: YUeOHUK Ui BY30B (4-¢ u3nanue). unarenserso "[urep".
2010 1. 560 ctp. ISBN: 5-498-07875-7, 978-5-49807-875-5

6.2. lonoiHUTEIbHAS JIUTEPATypa:

1.

2.

3.

[TortoB N.U., I'omuueiaa O.J1., MakcumoB H.B. MHpopmaninoHHbIE CUCTEMBI.
(Yae6noe nmocobue). — M.:@opym Uudpa-M, 2007. — 496 c.

Pyuxkun B.H., ®ynun B.A. ApxurekTrypa KOMIBIOTEpHBIX ceTel. M3narenbcTBo
"Muanor-MU®N". 2008 r. 240 ctp. ISBN: 5-86404-221-8, 978-5-86404-221-2
[TonoB .1, MakcumoB H.B. KomneroTepasie cetu (4-e uznanue). MznareabcTBo
"®opym". 2010 r. 464 ctp. ISBN: 5-91134-235-9, 5-91134-380-0, 978-5-91134-
235-7, 978-5-91134-380-4.




6.3. CpeacrBa o0ecnevyeHsi OCBOCHUSA TN CHUTIINHbBI

1. CereBoe obopynoBanue. http://citforum.ru/nets/hard.shtml

2. DHIUKJIONEANs CETEBBIX MPOTOKOJIOB. hitp://www.protocols.ru/

3. HurepHer yHuBepcuTeT HHGOPMALUMOHHBIX TeXHOMOTHMA. hitp://www.intuit.ru
4. Coobmectso IT criermanucros. http://habrahabr.ru/

6.4. MaTepuajbHO-TeXHHYeCKOe ofecneyeHue JUCIUMINHBI

1. Omnepanuonnsie cuctembl Windows XP, Suse Linux 10.

2. TlporpamMmbl HaCTPOWKK M ONTHMHU3ALMHU orepannonHoi cucremsl: Cisco Packet Tracer,
VMware Player.

3. MS Office.

4. Texkcroble mporeccopsl / pexakropsl: Word, Excel.

5. TIporpammel 1jst CO3aHMsT KOMIIBIOTEPHBIX mpe3enTaruii MS PowerPint.

Kommneroteprsie knaccel MuctutyTa [puknagnoi Muadopmartuku, Celeron 1200/512/80

7. MeTonnyeckue peKOMEHAAMH 110 OPraHU3alMu H3yYeHHU S THCIHILTHHbI

7.1. MeTonnyeckue peKoMeHIAHN (MaTepHaJibl) MPenoAaBaTeIIo

Kypc «HCTpyMeHTaIbHBIE CpeACcTBA MH(POKOMMYHUKAIIMOHHBIE CHCTEMBI M CETH» UTPAeT
BOXXHYIO pOJb B (OPMHUPOBAHUU OOIIEH MHPOPMALMOHHON KYJIbTYphl COBPEMEHHOTO CIIEI[HAIUCTA
B oOsacti WHGOPMAIIMOHHBIX CUCTEM M TEXHOJOTUHA M MPEJCTaBIsAET 000N 0a30BBIA KypC TECHO
CBSI3aHHBIN C JUCUUIUIMHAMH 0a30BOT0 pasfena, MPeIMETHOTO UK.

Kypc n3naraercst ¢ onopoii Ha pa3BUTHE CaMOCTOSTEIBLHOTO MBIIUICHHS CTYICHTOB, CaMo-
obpa3zoBanue. [l BBIMOIHEHHS CTYJCHTaMH JIa0OPaTOPHBIX pabOT BBIOMPAIOTCS 3a/aHus, JOIyC-
KaloIlIye PeIIeHNs B Pa3IMYHbIX BapuaHTax. [locne u3ydeHust MaTeprana Kax/I01d 4YacTH POBOAMT-
cs rectupoBanue (20-30 MHH), WM caMOCTOSITENIbHAS paboTa.

[Ipn yreHnn neknuii HEOOXOMMO MOCTOSHHO MOKA3bIBATh CBS3b PACCMATPHUBACMOTO Mate-
puana ¢ mpeIblAyIIMM, B TOM YHCJIE M C JAPYTMMH Kypcamu, MpoiiieHHbIMU paHee. HeoOxonumo
CO371aTh y CTYJACHTOB IPEJICTaBICHNE 00 OCHOBOIOJAraOIINX MTPUHIMIIAX OPTaHU3AIMN OTKPBITHIX
MH(POPMAIIMOHHBIX CUCTEM, apXUTEKTYpE U 3TATOHHON MOJIENN OTKPHITOM cucteMsl. [IpernonaBare-
JIFO CIelyeT OOpaTUTh BHUMAaHHUE CTYJCHTA HAa CTAHAAPTHI M IPOTOKOJIBI OTKPHITHIX MH(OpManoH-
HBIX cucTeM. [Ipu u3yueHUH OTJENbHBIX Pa3/IeioB JaHHOW TUCHMIUIMHBI CIEAYEeT Mpeiarath CTy-
JEHTaM CaMOCTOSTEILHYIO PaboTy C JOTOJHUTEIBHON JINTEPATypOil U MEPUOINYECKIMU H3IaHN -
MU TI0 U3y4aeMoi TeMaTuke. PekoMeHayeTcs peryasipHO MPOBOAMUTD HA JIGKLIUSAX KOPOTKUE OMPOCHI
C LEJIBIO BBISICHEHHSI CTETICHH TOHMMAaHHS M3J1araéMoro MaTepHaia, YyCBOCHHs 0a30BBIX 3HAHHUHU H,
pu HeOOXOAMMOCTH, U3JIaraTh JOMOJIHUTENbHbIE cBeleHus. [Ipu mpoBeneHnu 1ab0paTOpHBIX 3a-
HATHHA Tak)Ke PEKOMEHIYEeTCsl B HavaJie 3aHATHUS KpaTKo (5—15 MUH) ¥ TOYHO TTOCTaBUTH 3aavy 3a-
HATHUS (LeNb BBITIOJIHEHUS JIabopaTopHOW padOThI M CBSI3aHHBIE C €€ JAOCTIKEHHEM 3a]lauu), MpH-
BECTH HEOOXOMMBIE CBEICHHS U3 TEOPHH, IIPOBECTH BEIOOPOUHBIN OIPOC IS OTIPEICIICHNS CTeTIe-
HU TOTOBHOCTH CTYACHTOB K BBIITOJHEHHIO PaOOThl. 3aaHus TOJDKHBI OBITh BBIAAHBI ISl KQXKOTO
CTyZICHTa MHIUBUyanbHO. BEIOOp BapraHTOB 3aJaHUs OCYHIECTBIICTCS MPENOJaBaTeNIeM, €ClId OH
HE PErJIAaMEHTHPOBAaH B COOTBETCTBYIOIIMX METOIMUYECKUX YKa3aHUSX K MPOBEACHUIO JabopaTop-
HBIX paboT. CieayeT MOCTOSHHO PEKOMEH/IOBATh CTY/IEHTaM HCIOJIb30BaTh CPEACTBA ISl aBTOMa-
TU3AlUN PAcueTOB, €CJIM TAKOBBbIE HEOOXOIUMO BBINMONHUTH. [IpH 3amuTe OTYETOB cleayeT 0OJb-
Ioe BHUMaHHE OOpaiiaTh Ha MOHMMAaHHE CTYACHTAMHU IPHUHIMITHAIBHBIX BOIPOCOB COOTBETCT-
BYIOILLIEH TEMBI.

7.2. MeTonnuyeckne peKOMEHIAMH IS CTYCHTOB

[To maHHOMY KypCy yYammMmcsi He0OXO0IUMO OyJeT BBIOJHHUTH CICIYIONINE 3aAaHus: HaAIH-
catb pedepar, OTBETUTh Ha TEOPETHUECKUE BOIPOCHI U CAENaTh Ja0opaTOpHbIe pabOThI.


http://www.protocols.ru/
http://www.intuit.ru/

Paznen noceseHHbli OCHOBAM IIOCTPOEHUS CETEH MO3BOJISICT CTYAEHTAM OCBOUTH IIPOCTEM-
M€ CBSA3M JIBYX KOMIIBIOTEPOB, CETEBOE MPOTrPpaMMHOE OOecrieueHrne, KOMMYTAIIUIO MTaKeTOB U Ka-
HAJIO, CTAHAAPTU3ALMIO CETEN. B paszziene «TeXHOIOrMU JOKAIbHBIX CETE» CTYIEHThI U3y4aroT JIO-
KaJbHbIC CETH, KOMMYTHPYEeMbIe U CKOpocTHBIe cetu Ethernet, a tak »xe OecmpoBomubie cetu. B
pasnene «cetu TCP/IP» cTyneHTsl 3HaKoMsTCs ¢ ocHoBamu mpotokosia TCP/IP u ampecanueii B
cucteme DNS u nporokone DHCP, mpoTokonamMu TpaHCIIOPTHOTO YPOBHS M MPOTOKOJIAMU Map-
mpyTu3anuu. Pa3nen «cereBble YCIyTH» pacKpbIBaeT MPAKTHUECKYIO YacTh JaOOPaTOPHBIX paboT.
CTyneHThI TOJKHBI YCBOUTD MPUHIUIIBI paOOThI AIEKTPOHHON MOYTHI, BEO-CIIyKObI, MPOTOKOJIA T1e-
penauu ¢ailyioB U UCIOIB30BATh MOTYYCHHBIE 3HAHUS TIPU TPOBEICHUH JTa0OPATOPHBIX PaboT.

TpebGoBaHus K BBIMOIHEHUIO J1a0OpaTOPHBIX paboT. BHUMaTenbHO npounTaiiTe 3agaHus, u3y-
YUTE pa3laTO4YHbIA MaTepHUall, TBEPAO YCBOWTE MOPAIOK BBIIOJHEHHUS U CIEAyUTe HHCTpyKUUU. B
3aKJIIOYEHUU HEO0O0XO0IUMO C(hOPMYIUPOBATh BHIBOBI M OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI.

8. @opMbI TeKylmero KOHTPOJISA YCIEBAEMOCTH W TNPOMEKYTOYHOH AaTTecTaluu
00y4Ya U XCS.

8.2. Bonpocs! 1 3aaHus 1Jis1 CAMOCTOATEIbHOI padoThl

becknaccopas mexaomenHas mapmpytusanus (CIDR).

CereBoe obopynoBanue 1-2 ypoBHe# (KOHIICHTPATOPbl, KOMMYTATOPHI).

CeteBoe o0opynoBanue 3-4 ypoBHEH (MapuIpyTH3aTOPbI, OpaHIMay3phI).

Bupryanbnsie uacthsie cet (VPN).

B3aumoneiicteue DHCP-knuenta u DHCP-cepBepa nipu nonydenuu [P-agpeca.

Bunei 3anpocoB npotokona SNMP, npuBectu npuMepsl CUTyalui, B KOTOPBIX UCIIOJIb-

3YIOTCS IaHHBIE 3aIPOCHI.

7. KOHKYpeHTHBI MEeTOJ| JOCTyNa K Iepelarolield cpese ¢ MpoCiyllinBaHueM U OOHapy-
YKEHUEM KOJUIU3HUH.

8. Heobxomumocts ucnonb3oBanus MIB B pamkax mpotokona SNMP. Onwucats BuIbI
MIB.

9. Heo06x0IuMOCTh 3TAJIOHHON MOJIEIH B3aUMO/ICHCTBHS OTKPBITBIX CHCTEM.

10. Otnnuus B ycTpoiicTBe M paboTe CIEIYIOMIMX Map CETeBbIX KOMMYHUKALMOHHBIX YCT-
POWCTB: MOBTOPUTEIH U MOCT, MOCT U KOMMYTATOp, KOMMYTaTOp U KOHIIEHTPATOpa.

11. lIpeanaznauenue mpotokoiga SNMP u apxuTektypy B3auMOACHCTBHUS IPOTPAMMHBIX
KOMITOHEHT MOIEP>KUBAIONINX paboTy nmpotokona SNMP.

12. IIpeana3znaueHue TaOIHI] MApUIPYTHU3AIUH, TIPABUIIO UX 00pabOTKH.

13. Ilpennaznayenne trexHonorun DHCP, e€ mocTonHCTBa U HEJJOCTATKH.

14. TIpeanaznauenue, MpuHIUI paboThl TexHOMOoruu WINS.

15. Ilpenna3znavenue, QyHKIMHA U TPUHIMI paboThl mpoTokoua IP.

16. [Ipeanaznauenue, GyHKIUHU ¥ MpUHIMAT padoThl mpoTokona TCP.

17. Tlpennaznavenue, QyHKIMH U TPUHIMI paboThl mpoTokona UDP.

18. [Ipeana3znauenue, GyHKIMH, PUHIIATT PAOOTHI KOMMYTaTOpa.

19. Ilpenna3znauenue, QyHKIMH, TPUHIHI PaOOTHI MAapUIPYTHU3ATOPA.

20. Tlpennaznauenue, GyHKIIUU, TPUHIAN paboThl TpoToKoda ARP.

21. Ipunnun padotsl mpoTokona RIP.

22. CniocoOb1 mpeobpaszoBanus NetBios—numen B [P-anpeca. Buapl NetBios—y3ioB, ocoben-
HOCTH UX (PYHKIITMOHUPOBAHMS.

23. Crek npotokosioB TCP/IP, mpuHImn nepeaavn TaHHBIX MEXTY TPOTOKOJIAMH CTEKa.

24. Oynxun (npeanasnayenue) yruaut [PConfig, Tracert.

25. Oynknuu (mpennazHadenue) yruiut Ping, Route.

26. OyHKIIMH CETEeBOr0 YPOBHS 3TajgoHHON Moaenu OSI.

27. OyHKIMY TPAHCTIOPTHOTO YPOBHS dTaIOHHOM Moaenu OSI.
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28.
29.
30.
31.

32.

@YHKIMM YPOBHS IIpeICTaBIeHUH 3TanoHHol Moaenu OSI.

DYHKIMU YPOBHS NPUIIOKEHUI d3TaIOHHON Moienn OSI.

Xapaxkrepuble oTinuus nportokonaos TCP u UDP.

[IlnHHAs TOMOJIOTHA, MCIONB3YyEMBIE IEpPENaloIue Cpeabl, KOMMYHUKAMOHHBIE YCT-
poiicTBa, 00JaCTh UCIIONB30BAHUS.

TuHHO-3B€31000pa3Hast TOMOJIOTUS, UCIIOIb3yEMbIE NEPEAAIONIUE CPEIbl, KOMMYHHKA-
IIMOHHBIE YCTPOMCTBA, 00JACTh NCTIOIH30BAHUS.

8.3. IlepeueHb BONPOCOB K IK3aMeHY

1.

w

S

10.

11.

12.

13.

14.

15.

16.

17.
18.

19.

AKTyallbHOCTh CO3/IaHUSI U MCIIOJB30BaHMS JTAJTOHHOW MOJEIH B3aUMOJCHCTBUS OT-
KPBITBIX CUCTEMBI, GYHKIIUU YPOBHEH.

ApPXUTEKTYpa B3aMMOACHUCTBUS KOMIIOHEHT CUCTEM YIPABJICHUSI OCHOBAaHHBIX Ha MPOTO-
kosie SMNP. Buzpl u npennazHadeHue MeXKOMIOHEHTHBIX SMNP—coo01menuii.

Busl 1 npuHIUIIEL pabOTHI TPOKCU-CEPBEPOB.

Knaccudukanus nepeaaromux cpel, 001acTu NIPUMEHEHHsI, OCHOBHbIE TEXHUYECKUE Xa-
PaKTEePUCTUKH.

Kommyraropsl. O6nacTs mpuMeHeHus, GyHKIIUU, TPUHIUI padoThl. [TpuHIun paboThl
anroputMma «Spanning Treey.

Mapmpytuzaropsl. O6macTh npuMeHeHHs, GYHKIIUH, TPUHITUAT PAOOTHI.

O6macte mpumeHeHus ceteBoil TexHosoruu Fast Ethernet, Meton moctyma, yciaoBust u
0c00EHHOCTH (PYHKITMOHUPOBAHHSL.

O6mactp npuMeHenus ceteBoir TexHosorun FDDI, meTon goctyma, ycimoBus U 0coOCH-
HOCTH (DYHKIIMOHHPOBAHUSI.

O6mactp mpuMeHeHus ceteBoil TexHosorun Gigabit Ethernet, Metox moctyma, ycnoBus
1 0COOECHHOCTH (DYHKIIHOHUPOBAHMUS.

Ob6macte mpuMeHeHus ceTeBbIX TexHojorui Ethernet, Token Ring. PackpbiTh MeTobI
JOCTYIa, YCIOBUS U 0COOEHHOCTH (DYHKITMOHUPOBAHUS TEXHOJIOTHA.

[Tpotokon cereBoro ypoBHs IP. Ob6nacte npuMeHeHus, GYHKIIUH, MPUHIAIT U OCOOEH-
HOCTH PabOTHI.

[Tpotokonsl kaHaneHOro ypoBHs: Ethernet, ARP. OGnacts npumeHeHus, (yHKIHH,
MIPUHITUATT 1 0OCOOEHHOCTH PabOTHI.

[TpoTtokonbl maprpytuzanuu. O61acTb NMPUMEHEHUs, 0COOEHHOCTH (DYHKIIMOHHPOBA-
Hus. PackpeITh puHIIKI pabOTHI Ha mpumMepe mpoTokoia RIP.

[TpoTtokonsl TpancnopTHOro U ceancooro yposHeil (TCP, UDP). Ob6nacts nmpumeHe-
HUS, QYHKITUH, TPUHIIAIT U OCOOCHHOCTH PabOTHI.

Peanu3anuu cTekoB MPOTOKOJIOB 0a30BOIl 3TAIOHHON MOJENH B3aUMOJICHCTBUS OTKPHI-
TBIX CUCTEMBI.

CereBas cinyx6a DHCP. O6nacts npuMmeHeHus!, QyHKIUHA, OCOOCHHOCTH, PUHIIUIT pa-
OOTHI.

CereBas ciryx6a DNS. O6macte npuMeHeHus, PYHKIIAN, TPUHITAT PaOOTHI.

CereBas cinyx6a WINS. OGnacts npumeHenus, GyHKIUH, OCOOCHHOCTH, PUHIIMIT pa-
OOTHI.

Crnioco0wr pa3pemienust NetBios—umen B [P—aapeca.

CpaBHUTENBbHBIN aHAIU3 TOMOJIOTMYECKUX MOJENIeH CeTel, NTOCTOMHCTBA M HEIOCTATKH.
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